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CONSEQUENCES OF LEGACY METHODS

Many organizations still believe that perpetuating legacy risk management methods in cybersecurity is
acceptable. Companies like Equifax, AT&T, Change Healthcare, and Marriott—representing billions in losses—
are stark examples. What did they have in common? A risk management “strategy” centered on three outdated
measures:

e Risk Register

e Recurring Pen Tests

e Annual “Risk Assessment” by external consultants

On the surface, these measures seem reasonable, but they date back to the 1990s — and 25 years is a very long
time in technology. Meanwhile, cybersecurity threats have evolved at an alarming pace. Even organizations that
have invested heavily in advanced technologies to manage sophisticated cyber threats and vulnerabilities of
today’s world are still attempting to rely on outdated 1990s methods for cybersecurity risk management.

The question is: Why are organizations complacent, especially in this critical area?

The likely answer is inertio—a lack of will by decision-makers to stay current.

Often, people act when they fully understand the magnitude of a problem. So, how well do organizations grasp
the risk they're facing? One way to measure this gap is by examining the risk-reducing actions companies have
taken, especially after a cyber event.

A Glaring Example: Equifax

Equifax's total documented losses from its 2017 breach exceeded $1.4 billion. Yet, how much insurance did they
have? Just $40 million—covering only 2.86% of the loss. More than 97% of the damage was uninsured and
borne by the company and its shareholders.

A Healthcare Sector Struggle: Change Healthcare

In February 2024, Change Healthcare, a UnitedHealthcare subsidiary, suffered a ransomware attack. The
projected losses exceeded $4 billion, with some estimates reaching $6 billion. However, the company had only
$100 million in cyber insurance coverage—covering just 1.67 % of the loss.

Underestimated Risks: A Common Thread

Other companies show a similar pattern of under-insurance, leaving shareholders, customers, and employees to
bear the brunt of the losses. This raises significant governance concerns: could management have intended to
under-insure? If so, proper governance demands transparency so shareholders can weigh the implications of such
exposure.

But if under-insurance isn’t intentional, then it's likely due to an underestimation—a massive one—of the real
risks faced by these organizations. Could these companies, relying on outdated legacy methods, have
miscalculated their cyber risk by such catastrophic amounts?

Let's take a deeper look at these legacy methods to understand why they may fail in today's fast-paced
cybersecurity landscape.

The Outdated Risk Register
Risk Register technology has been around since the late 1990s. Tom Kendrick highlighted the use of risk registers
in his 2003 book on project management, where risks were identified based on expert opinions and documented
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for future tracking. While risk registers may be valuable for capturing risks, they are inherently limited by the
collective imagination of those involved in the process.

Imagine a NASA launch where the risks are identified by going around the room and asking launch control
officers, rocket technicians, and perhaps even the astronauts themselves questions like “what do you think are our
greatest risks?” The answers are then documented in a spreadsheet-like database, including everyone’s
expectation of loss. Should this be relied upon as the primary source of anything approaching truth about
something as serious as cybersecurity risk? It's simply not feasible to rely solely on subjective opinions when
dealing with something as critical as cybersecurity.

For instance, when a Fortune 20 global company with 48,000 employees listed only 64 risks in its cybersecurity
risk register, it was clear during my debriefing to the leadership that this approach did not provide a complete
picture. While part of the cybersecurity practice at PwC, | personally led the implementation of risk registers on
more than one occasion. Given today’s cyber threat landscape, where sophisticated attacks can originate from
nation-state actors or automated Al-driven systems, relying on a method developed in the 1990s falls far short
of what’s needed.

Pen Testing: A Necessary but Insufficient Measure

Penetration testing, or pen testing, has its roots in work done by the RAND Corporation in the 1960s and became
widely used by the 1980s. While it remains a valuable technique for identifying vulnerabilities, it was designed
in an era when threats were far less complex than today’s landscape.

In the 2020s, pen testing has been outpaced by the rise of machine-to-machine attacks and nation-state-
sponsored cyber threats. These sophisticated adversaries deploy weapons-grade technology in industrial-scale
operations, far beyond what a pen tester team can replicate.

Fact: According to a 2023 study by Cybersecurity Ventures, the global cost of cybercrime is projected
to reach $10.5 trillion annually by 2025, driven in part by sophisticated automated attacks.

Annual Risk Assessments: Too Little, Too Late

Annual risk assessments, another relic of the 1990s, are often conducted by consulting firms, many of which apply
audit discipline to their assessments. While these assessments can reveal vulnerabilities, the process is inherently
flawed due to its static nature. Cyber threats evolve at lightning speed, and an annual snapshot simply cannot
keep pace with rapidly changing threat vectors.

Moreover, most risk assessments fail to quantify the financial impact of cyber risks. They often exclude critical
areas such as shadow IT, cloud risk, loT, and third-party risks, which leaves organizations vulnerable to massive
blind spots.

A 2024 report by Gartner revealed that 40% of organizations with annual risk assessments
overlooked at least one critical vulnerability in their loT infrastructure.

So, what we have is a picture that looks something like this:
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A Shift Toward Actuarial Science in Cyber Risk Management

As legacy methods falter, the insurance industry has adopted more rigorous actuarial methods to assess risk,
moving beyond subjective judgment-based methods. These actuarial approaches quantify risks with precision,
allowing for better underwriting of cyber insurance policies. Without actuarial science, insurance providers can’t
establish accurate premiums to cover the risk they’re taking on.

Today, leading enterprises are adopting actuarial models to guide their cybersecurity risk management efforts.
This shift allows companies to:

e Determine the appropriate level of insurance coverage

¢ Inform remediation strategies

e Justify cybersecurity budgets based on data, not opinion

e Optimize their risk management approach

Fact: According to a 2023 Deloitte study, companies that adopted actuarial methods saw a
25% reduction in cyber insurance premiums and improved their overall risk posture.

CONCLUSION:
THE FUTURE OF CYBER RISK MANAGEMENT

Organizations that continue to rely on legacy methods like risk registers, pen tests, and annual risk assessments
are exposing themselves to significant—and often underestimated—cyber risks. The rise of actuarial science in
cyber risk management offers a clear path forward, allowing organizations to accurately measure, mitigate, and
insure against today’s threats.

As cybercrime becomes more automated and sophisticated, businesses must evolve their risk management
practices. The days of relying on outdated methods are over. Forward-thinking companies will embrace data-
driven models to safeguard their future.
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